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The Criminal Legal Risks and Compliance Governance of Generative Artificial Intelligence
Liuv Shuang, Qi Min
Abstract: In the era of big data, generative artificial intelligence has developed rapidly, showing strong
creativity and adaptability. However, due to its operating principle and endogenous defects, generative Al may
cause criminal risks such as endangering national security, infringing personal information, intellectual property
rights, commercial secrets, and violating citizens’ personal and property rights at various stages of input,
calculation and output. The ides of forward—looking governance should be adhered to, the modesty of criminal

law should be upheld,

compliance governance system should be constructed with regard to compliance beforehand, supervision during

excessive involvement of criminal law should be avoided, and a triple—graded

the process, and rectification after the process, with a view to effectively addressing the risk of criminal

liability, while providing rule of law safeguards for the wide application of Al technology.

Key words: Generative Artificial Intelligence; Criminal Risks; Graded Compliance Governance
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